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Prime Vendor Support in the Northern New York Area

This is an Indefinite Delivery, Indefinite Quantity Contract - Fixed Price with Economic Price Adjustment (EPA)
awarded to SYSCO SYRACUSE, LLC.

All terms and conditions of solicitation SPE300-20-R-0013 and Amendments 0001- 0006 and the final offer from SYSCO
SYRACUSE, LLC are incorporated by reference into this contract SPE300-21-D-3318.

Administrative Contract is SPE30021DA043
The total estimated dollar value for this acquisition, including the option periods if exercised is $17,396,476.85.

The maximum ceiling will be 125% of the estimated dollar value of the Contract term (up to five (5) years) or
$21,745,596.06

Award Date: 01 July 2021
Implementation Period: Up to 60 days

Option Period values and information included for informational purposes only. Applicable only if exercised.
CONTRACT TYPE: Indefinite Delivery, Indefinite Quantity Contract - Fixed Price with Economic Price Adjustment (EPA).

SECTION A - SOLICITATION/CONTRACT FORM
The following amendments issued under Solicitation SPE300-20-R-0013 are hereby incorporated as part of this contract:

Amendment 0001 through Amendment 0006 and Subcontracting Plan.

The following documents from the vendor’s offer are hereby incorporated into this contract:

The Non-Price Proposal and Price Proposal which took no exception to the terms and conditions of Solicitation
SPE300-20-R-0013. All elements of the Non-Price and Price Proposals which met the government’s requirements are hereby
incorporated into this contract.

FOB TERMS: FOB Destination for all items, unless otherwise specifically stated.

FILL RATE: The required overall contract purchase order fill rate is 98.5% for non-catch-weight and catch-weight
items.

CONTRACT TERM: The total duration of this contract, including the exercise of any options, shall not exceed five (5)
years. This contract will have a base period of twenty-four (24) months, which includes the implementation period;
one, eighteen (18) month option period; and, one, eighteen (18) month option period.

SECTION C - DESCRIPTIONS / SPECIFICATIONS

Under this contract, all customers are required to electronically submit every order through the Government’s
Subsistence Total Order and Receipt Electronic System (STORES). Orders shall be submitted by the customer by 2:00 p.m.
for skip-day deliveries.

SECTION D - PACKAGING AND MARKING

All packaging and packing shall be in accordance with good commercial practice. Labeling shall be in accordance with
commercial labeling complying with the Federal Food, Drug and Cosmetic Act and regulations promulgated there under.
Shipping containers shall be in compliance with the National Motor Freight Classification and Uniform Freight
Classification Code. The Contractor shall be responsible for abiding to any applicable packaging, packing, and marking
regulations of the various countries in/through which product will be stored/transported.

SECTION E - INSPECTION AND ACCEPTANCE

Inspection and acceptance of products will be performed at destination. The inspection is normally limited to
identify, count and condition; however, this may be expanded if deemed necessary by either the military Veterinary
Inspector, Dining Facility Manager, Food Service Advisor/Officer, or the Contracting Officer.

SECTION F - PLACE OF PERFORMANCE
The following is designated as the plant location for the performance of this contract for all contract line items:

SYSCO SYRACUSE, LLC
2508 WARNERS RD
WARNERS, NY, 13164-9707
UNITED STATES

SECTION H - CONTRACT ADMINISTRATION DATA
Administration of the contract will be performed by the Defense Logistics Agency (DLA) Troop Support.

SECTION I - INVOICING
Although invoices must be submitted electronically, the following address must appear in the “Bill To” or “Payment
Will Be Made By” block of the contractor’s invoice:

DFAS COLUMBUS CENTER
DFAS/CO-SEPS

P.O. BOX 182317
COLUMBUS, OH 43218-6260

Each invoice shall contain sufficient data for billing purposes. This includes, but is not limited to: Contract

CONTINUED ON NEXT PAGE
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Number, Call or Delivery Order Number, and Purchase Order Number; DoDAAC; Contract line listed in numeric sequence
(also referred to as CLIN order); Item nomenclature; LSN or NSN; Quantity purchased per item in DLA Troop Support’s
unit of issue; Total dollar value on each invoice (reflecting changes to the shipment, if applicable).

CONTINUED ON NEXT PAGE
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SECTION A - SOLICITATION/CONTRACT FORM

Standard Element has no Title

SECTION | - CONTRACT CLAUSES

52.212-4 CONTRACT TERMS AND CONDITIONS - COMMERCIAL ITEMS (OCT 2018) FAR

52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR EXECUTIVE ORDERS - COMMERCIAL
ITEMS (JAN 2021) FAR

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are incorporated in this contract by
reference, to implement provisions of law or Executive orders applicable to acquisitions of commercial items:

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017) (section 743 of Division E,
Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent
appropriations acts (and as extended in continuing resolutions)).

(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other
Covered Entities (JUL 2018) (Section 1634 of Pub. L. 115-91).

(3) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment. (AUG 2020)
(Section 889(a)(1)(A) of Pub. L. 115-232).

(4) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (NOV 2015).
(5) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).
(6) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77 and 108-78 (19 U.S.C. 3805 note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has indicated as being incorporated in
this contract by reference to implement provisions of law or Executive orders applicable to acquisitions of commercial items: [Contracting
Officer check as appropriate.]

X (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (JUN 2020), with _Alternate | (OCT 1995) (41 U.S.C. 4704 and 10 U.
S.C. 2402).

X (2) 52.203-13, Contractor Code of Business Ethics and Conduct (JUN 2020) (41 U.S.C. 3509).

(3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (JUN 2010) (Section 1553 of Pub.
L. 111-5). (Applies to contracts funded by the American Recovery and Reinvestment Act of 2009.)

X (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (JUN 2020) (Pub. L. 109-282) (31 U.S.C. 6101
note).

(5) [Reserved]
(6) 52.204-14, Service Contract Reporting Requirements (OCT 2016) (Pub. L. 111-117, section 743 of Div. C).

(7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (OCT 2016) (Pub. L. 111-117, section 743 of Div.
C).

X (8) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, or Proposed for
Debarment. (JUN 2020) (31 U.S.C. 6101 note).

X (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (OCT 2018) (41 U.S.C. 2313).
(10) [Reserved]

(11)(i) 52.219-3, Notice of HUBZone Set-Aside or Sole Source Award (MAR 2020) (15 U.S.C. 657a).

(i) Alternate | (MAR 2020) of 52.219-3.

X (12)(i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (MAR 2020) (if the offeror elects to waive
the preference, it shall so indicate in its offer) (15 U.S.C. 657a).

(i) Alternate | (MAR 2020) of 52.219-4.

(13) [Reserved]

(14)(i) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2020) (15 U.S.C. 644).

(i) Alternate | (MAR 2020) of 52.219-6.

(15)(i) 52.219-7, Notice of Partial Small Business Set-Aside (NOV 2020) (15 U.S.C. 644).

(i) Alternate | (MAR 2020) of 52.219-7.

X (16) 52.219-8, Utilization of Small Business Concerns (OCT 2018) (15 U.S.C. 637(d)(2) and (3)).

CONTINUED ON NEXT PAGE
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SECTION | - CONTRACT CLAUSES (CONTINUED)

(17)(i) 52.219-9, Small Business Subcontracting Plan (JUN 2020) (15 U.S.C. 637(d)(4)).

(i) Alternate | (NOV 2016) of 52.219-9.

X (iii) Alternate 11 (NOV 2016) of 52.219-9.

(iv) Alternate 11l (JUN 2020) of 52.219-9.

(v) Alternate IV (JUN 2020) of 52.219-9.

(18)(i) 52.219-13, Notice of Set-Aside of Orders (MAR 2020) (15 U.S.C. 644(r)).

(i) Alternate | (MAR 2020) of 52.219-13.

(19) 52.219-14, Limitations on Subcontracting (MAR 2020) (15 U.S.C. 637(a)(14)).

X (20) 52.219-16, Liquidated Damages --Subcontracting Plan (JAN 1999) (15 U.S.C. 637(d)(4)(F)(i)).
(21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (MAR 2020) (15 U.S.C. 657f).
(22)(i) 52.219-28, Post-Award Small Business Program Rerepresentation (NOV 2020) (15 U.S.C. 632(a)(2)).
(i) Alternate | (MAR 2020) of 52.219-28.

(23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged Women-Owned Small Business
(EDWOSB) Concerns (MAR 2020) (15 U.S.C. 637(m)).

(24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business Concerns Eligible Under the Women-
Owned Small Business Program (MAR 2020) (15 U.S.C. 637(m)).

(25) 52.219-32, Orders Issued Directly Under Small Business Reserves (MAR 2020) (15 U.S.C. 644(r)).
(26) 52.219-33, Nonmanufacturer Rule (MAR 2020) (15 U.S.C. 637(a)(17)).
X (27) 52.222-3, Convict Labor (JUN 2003) (E.O. 11755).
X (28) 52.222-19, Child Labor --Cooperation with Authorities and Remedies (JAN 2020) (E.O. 13126).
X (29) 52.222-21, Prohibition of Segregated Facilities (APR 2015).
X (30)(i) 52.222-26, Equal Opportunity (SEPT 2016) (E.O. 11246).
(i) Alternate | (Feb 1999) of 52.222-26.
(31)(i) 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 U.S.C. 4212).
(i) Alternate | (July 2014) of 52.222-35.
X (32)(i) 52.222-36, Equal Opportunity for Workers with Disabilities (JUN 2020) (29 U.S.C. 793).
(ii) Alternate | (July 2014) of 52.222-36.
(33) 52.222-37, Employment Reports on Veterans (JUN 2020) (38 U.S.C. 4212).
X (34) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O. 13496).
X (35)(i) 52.222-50, Combating Trafficking in Persons (OCT 2020) (22 U.S.C. chapter 78 and E.O. 13627).
(i) _Alternate | (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

X (36) 52.222-54, Employment Eligibility Verification (Oct 2015). (E. O. 12989). (Not applicable to the acquisition of commercially available
off-the-shelf items or certain other types of commercial items as prescribed in 22.1803.)

(37)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated ltems (MAY 2008) (42 U.S.C. 6962(c)(3)(A)
(ii)). (Not applicable to the acquisition of commercially available off-the-shelf items.)

(ii) Alternate | (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of commercially available off-the-shelf
items.)

(38) 52.223-11, Ozone-Depleting Substances and High Global Warming Potential Hydrofluorocarbons (JUN 2016) (E.O. 13693).
39) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equipment and Air Conditioners (JUN 2016) (E.O. 13693).

40)(i) 52.223-13, Acquisition of EPEAT7®;Registered Imaging Equipment (JUN 2014) (E.O.s 13423 and 13514).
ii) Alternate | (OCT 2015) of 52.223-13.

(
(
(
(41)(i) 52.223-14, Acquisition of EPEAT7®;Registered Televisions (Jun 2014) (E.O.s 13423 and 13514).
(i) Alternate | (Jun 2014) of 52.223-14.

(42) 52.223-15, Energy Efficiency in Energy-Consuming Products (MAY 2020) (42 U.S.C. 8259b).

(43)(i) 52.223-16, Acquisition of EPEAT7®;Registered Personal Computer Products (OCT 2015) (E.O.s 13423 and 13514).
(i) Alternate | (Jun 2014) of 52.223-16.

X (44) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (JUN 2020) (E.O. 13513).

CONTINUED ON NEXT PAGE
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(45) 52.223-20, Aerosols (JUN 2016) (E.O. 13693).

(46) 52.223-21, Foams (JUN 2016) (E.O. 13693).

(47)(i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).

(ii) Alternate | (JAN 2017) of 52.224-3.

X (48) 52.225-1, Buy American --Supplies (JAN 2021) (41 U.S.C. chapter 83).

X (49)(i) 52.225-3, Buy American --Free Trade Agreements --Israeli Trade Act (JAN 2021) (41 U.S.C. chapter 83, 19 U.S.C. 3301 note, 19
U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169,
109-283, 110-138, 112-41, 112-42, and 112-43.

(i) Alternate | ( JAN 2021) of 52.225-3.

(iii) Alternate Il ( JAN 2021 ) of 52.225-3.

(iv) Alternate 11l ( JAN 2021) of 52.225-3.

X (50) 52.225-5, Trade Agreements (OCT 2019) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note).

X (51) 52.225-13, Restrictions on Certain Foreign Purchases (JUNE 2008) (E.O.'s, proclamations, and statutes administered by the Office
of Foreign Assets Control of the Department of the Treasury).

(52) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) (Section 862, as amended, of the
National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).

(53) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (NOV 2007) (42 U.S.C. 5150).

(54) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (NOV 2007) (42 U.S.C. 5150).

(55) 52.229-12, Tax on Certain Foreign Procurements (JUN 2020).

(56) 52.232-29, Terms for Financing of Purchases of Commercial ltems (FEB 2002) (41 U.S.C.4505, 10 U.S.C. 2307(f)).

(57) 52.232-30, Installment Payments for Commercial Items (JAN 2017) (41 U.S.C. 4505, 10 U.S.C. 2307(f)).

X (58) 52.232-33, Payment by Electronic Funds Transfer --System for Award Management (OCT 2018) (31 U.S.C. 3332).

(59) 52.232-34, Payment by Electronic Funds Transfer --Other than System for Award Management (JUL 2013) (31 U.S.C. 3332).
(60) 52.232-36, Payment by Third Party (MAY 2014) (31 U.S.C. 3332).

X (61) 52.239-1, Privacy or Security Safeguards (AUG 1996) (5 U.S.C. 552a).

X (62) 52.242-5, Payments to Small Business Subcontractors (JAN 2017)(15 U.S.C. 637(d)(13)).

(63)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C.
2631).

(ii) Alternate | (Apr 2003) of 52.247-64.
(iii) Alternate Il (Feb 2006) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that the Contracting Officer
has indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders applicable to
acquisitions of commercial items: [Contracting Officer check as appropriate.]

(1) 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67).
(2) 52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 2014) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

(3) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards-Price Adjustment (Multiple Year and Option Contracts)
(AUG 2018) (29 U.S.C. 206 and 41 U.S.C. chapter 67).

(4) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards --Price Adjustment (MAY 2014) (29 U.S.C 206 and 41 U.S.
C. chapter 67).

(5) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, Calibration, or Repair of
Certain Equipment --Requirements (MAY 2014) (41 U.S.C. chapter 67).

(6) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services --Requirements (MAY
2014) (41 U.S.C. chapter 67).

(7) 52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2015).
(8) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).
X (9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020) (42 U.S.C. 1792).

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph (d) if this contract was
awarded using other than sealed bid, is in excess of the simplified acquisition threshold, as defined in FAR 2.101, on the date of award of this
contract, and does not contain the clause at 52.215-2, Audit and Records --Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall have access to and right

CONTINUED ON NEXT PAGE
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to examine any of the Contractor's directly pertinent records involving transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other evidence for examination,
audit, or reproduction, until 3 years after final payment under this contract or for any shorter period specified in FAR Subpart 4.7, Contractor
Records Retention, of the other clauses of this contract. If this contract is completely or partially terminated, the records relating to the work
terminated shall be made available for 3 years after any resulting final termination settlement. Records relating to appeals under the
disputes clause or to litigation or the settlement of claims arising under or relating to this contract shall be made available until such
appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other data, regardless of type and
regardless of form. This does not require the Contractor to create or maintain any record that the Contractor does not maintain in the
ordinary course of business or pursuant to a provision of law.

(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the Contractor is not required to flow
down any FAR clause, other than those in this paragraph (e)(1) of this paragraph in a subcontract for commercial items. Unless otherwise
indicated below, the extent of the flow down shall be as required by the clause --

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (JUN 2020) (41 U.S.C. 3509).

(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017) (section 743 of Division E,
Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in
subsequent appropriations acts (and as extended in continuing resolutions)).

(iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by Kaspersky Lab and Other
Covered Entities (JUL 2018) (Section 1634 of Pub. L. 115-91).

(iv) 52.204-25, Prohibition on Contracting for Certain Telecommunications and Video Surveillance Services or Equipment. (AUG 2020)
(Section 889(a)(1)(A) of Pub. L. 115-232).

(v) 52.219-8, Utilization of Small Business Concerns (OCT 2018) (15 U.S.C. 637(d)(2) and (3)), in all subcontracts that offer further
subcontracting opportunities. If the subcontract (except subcontracts to small business concerns) exceeds the applicable threshold
specified in FAR 19.702(a) on the date of subcontract award, the subcontractor must include 52.219-8 in lower tier subcontracts that
offer subcontracting opportunities.

(vi) 52.222-21, Prohibition of Segregated Facilities (APR 2015).

(vii) 52.222-26, Equal Opportunity (SEP 2016) (E.O. 11246).

(viii) 52.222-35, Equal Opportunity for Veterans (JUN 2020) (38 U.S.C. 4212).

(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (JUN 2020) (29 U.S.C. 793).
(x) 52.222-37, Employment Reports on Veterans (JUN 2020) (38 U.S.C. 4212).

(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O. 13496). Flow down required in
accordance with paragraph (f) of FAR clause 52.222-40.

(xii) 52.222-41, Service Contract Labor Standards (AUG 2018)(41 U.S.C. chapter 67).
(xiii)  (A) 52.222-50, Combating Trafficking in Persons (OCT 2020) (22 U.S.C. chapter 78 and E.O. 13627).
(B) Alternate | (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).

(xiv) 52.222-51, Exemption from Application of the Service Contract Labor Standards to Contracts for Maintenance, Calibration, or
Repair of Certain Equipment --Requirements (MAY 2014) (41 U.S.C. chapter 67).

(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain Services --Requirements
(MAY 2014) (41 U.S.C. chapter 67).

(xvi) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 12989).
(xvii) 52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2015).
(xviii) 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706).
(xix)(A) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a).
(B) Alternate | (JAN 2017) of 52.224-3.

(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United States (OCT 2016) (Section 862, as amended, of
the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note).

(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (JUN 2020) (42 U.S.C. 1792). Flow down required in
accordance with paragraph (e) of FAR clause 52.226-6.

(xxii) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (FEB 2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C.
2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-64.

(2) While not required, the Contractor May include in its subcontracts for commercial items a minimal number of additional clauses
necessary to satisfy its contractual obligations.
(End of clause)
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52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND CERTIFICATIONS (DEC 2014) FAR

252.204-7009 LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR REPORTED CYBER INCIDENT
INFORMATION (OCT 2016) DFARS

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING (DEC 2019) DFARS
52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS (DEC 2013) FAR

52.233-3 PROTEST AFTER AWARD (AUG 1996) FAR

252.244-7000 SUBCONTRACTS FOR COMMERCIAL ITEMS (OCT 2020) DFARS

52.253-1 COMPUTER GENERATED FORMS (JAN 1991) FAR

252.204-7018 PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE TELECOMMUNICATIONS EQUIPMENT OR SERVICES
(JAN 2021) DFARS

252.204-7019 NOTICE OF NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (NOV 2020) DFARS
(a) Definitions.

Basic Assessment, Medium Assessment, and High Assessment have the meaning given in the clause 252.204 -7020, NIST SP 800 -171
DoD Assessments.

Covered contractor information system has the meaning given in the clause 252.204 -7012, Safeguarding Covered Defense Information and
Cyber Incident Reporting, of this solicitation.

(b) Requirement. In order to be considered for award, if the Offeror is required to implement NIST SP 800 -171, the Offeror shall have a
current assessment (i.e., not more than 3 years old unless a lesser time is specified in the solicitation) (see 252.204 -7020) for each covered
contractor information system that is relevant to the offer, contract, task order, or delivery order. The Basic, Medium, and High NIST SP 800
-171 DoD Assessments are described in the NIST SP 800 -171 DoD Assessment Methodology located at https.//www.acq.osd.mil/dpap/pdi/
cyber/strategically _assessing_contractor_implementation_of NIST_SP_800-171.html.

(c) Procedures.

(1) The Offeror shall verify that summary level scores of a current NIST SP 800 -171 DoD Assessment (i.e., not more than 3 years old
unless a lesser time is specified in the solicitation) are posted in the Supplier Performance Risk System (SPRS) (https:/www.sprs.csd.disa.
mil/) for all covered contractor information systems relevant to the offer.

(2) If the Offeror does not have summary level scores of a current NIST SP 800 -171 DoD Assessment (i.e., not more than 3 years old
unless a lesser time is specified in the solicitation) posted in SPRS, the Offeror may conduct and submit a Basic Assessment to
webptsmh@navy.mil for posting to SPRS in the format identified in paragraph (d) of this provision.

(d) Summary level scores. Summary level scores for all assessments will be posted 30 days post-assessment in SPRS to provide DoD
Components visibility into the summary level scores of strategic assessments.

(1) Basic Assessments. An Offeror may follow the procedures in paragraph (c)(2) of this provision for posting Basic Assessments to SPRS.
(i) The email shall include the following information:
(A) Cybersecurity standard assessed (e.g., NIST SP 800 -171 Rev 1).
(B) Organization conducting the assessment (e.g., Contractor self-assessment).
(C) For each system security plan (security requirement 3.12.4) supporting the performance of a DoD contract --

(7) All industry Commercial and Government Entity (CAGE) code(s) associated with the information system(s) addressed by the
system security plan; and

(2) A brief description of the system security plan architecture, if more than one plan exists.
(D) Date the assessment was completed.
(E) Summary level score (e.g., 95 out of 110, NOT the individual value for each requirement).

(F) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based on information
gathered from associated plan(s) of action developed in accordance with NIST SP 800 -171.

(ii) If multiple system security plans are addressed in the email described at paragraph (d)(1)(i) of this section, the Offeror shall use
the following format for the report:

CAGE codes Brief description of the Date of assessment Total score Date score of 110 will

System security plan supported by this plan |  plan architecture achieved

(2) Medium and High Assessments. DoD will post the following Medium and/or High Assessment summary level scores to SPRS for each
system assessed:
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(i) The standard assessed (e.g., NIST SP 800 -171 Rev 1).

(i) Organization conducting the assessment, e.g., DCMA, or a specific organization (identified by Department of Defense Activity
Address Code (DoDAAC)).

(iii) All industry CAGE code(s) associated with the information system(s) addressed by the system security plan.
(iv) A brief description of the system security plan architecture, if more than one system security plan exists.

(v) Date and level of the assessment, i.e., medium or high.

(vi) Summary level score (e.g., 105 out of 110, not the individual value assigned for each requirement).

(vii) Date that all requirements are expected to be implemented (i.e., a score of 110 is expected to be achieved) based on information
gathered from associated plan(s) of action developed in accordance with NIST SP 800 -171.

(3) Accessibility. (i) Assessment summary level scores posted in SPRS are available to DoD personnel, and are protected, in accordance
with the standards set forth in DoD Instruction 5000.79, Defense-wide Sharing and Use of Supplier and Product Performance Information
(P).

(i) Authorized representatives of the Offeror for which the assessment was conducted may access SPRS to view their own summary
level scores, in accordance with the SPRS Software User's Guide for Awardees/Contractors available at https.//www.sprs.csd.disa.mil/
pdf/SPRS_Awardee.pdf.

(iii) A High NIST SP 800 -171 DoD Assessment may result in documentation in addition to that listed in this section. DoD will retain and
protect any such documentation as “*Controlled Unclassified Information (CUI)" and intended for internal DoD use only. The information
will be protected against unauthorized use and release, including through the exercise of applicable exemptions under the Freedom of
Information Act (e.g., Exemption 4 covers trade secrets and commercial or financial information obtained from a contractor that is
privileged or confidential).

(End of provision)
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